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Manual OPC Connection

1 About this manual
This document describes a few from many possible configurations that are necessary to
establish a connection between OPC client and OPC server within a network.
1.1 Target group
This manual addresses in particular the qualified professionals who are familiar with
handling electrical and electronic modules as well as communication and measurement
technology. A person is regarded as professional if he/she is capable of assessing safety
and recognizing possible consequences and risks on the basis of his/her specialist
training, knowledge and experience and knowledge of the standard regulations.
1.2 Notations
In this manual, the following notations are used:
Action Notation
Menu command Menu Logic diagram
Calling the menu command Step 1 — Step 2 — Step 3 — Step x
Example:
Select the menu Logic diagram - Add - New function
block.
Keys <Key name>
Example:
<Alt>; <F1>
Press the keys simultaneously <Key name> + <Key name>
Example:
<Alt> + <Ctrl>
Buttons <Key name>
Example:
<OK>; <Cancel>
File names, paths "Filename", "Path"
Example:
"Test.doc"
2 Issue 2.0.1 S
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Used symbols
If safety instructions or other notes are used in this manual, they mean:

The non-observance of this safety information may result in an imminent risk of death
or severe injury:
U From an electric shock!

O Due to the improper handling of software products which are coupled to
input and output procedures with control function!

A WARNING

The non-observance of this safety information may result in a potential risk of death or
severe injury!

A CAUTION

The non-observance of this safety information may result in a potential risk of injury or
material damage!

Note

A note specifies special requirements or actions to be observed.

Important note

Note if some special features must be observed, for example exceptions from the rule.

Tip

Tip or example as a helpful note or insider tip to make the work a little bit easier.

Other documentation

Reference to additional documentation or further reading.

Example

Configuration and application examples for a better understanding

Issue 2.0.1 3
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System requirements
See the system requirements of the OPC server and OPC client applications.

For instance, the ibaPDA application requires the following components for the use of
the OPC Connection data interface.

Operating system Framework
Windows XP (x86) SP3 is required, .NET framework 4.0
Windows 2003 Server (x86) SP2 with hotfix KB938397 is required, .NET framework 4.0

Windows Vista (x86)

Windows 2008 Server (x86)
Windows 7 (x86/x64)

Windows 2008 Server R2 (x64)
Windows 8 (x86/x64)

.NET Framework 4.5 required when using OPC interfaces

Windows 2012 Server (x64) .NET Framework 4.5 integrated in OS
- When using OPC interfaces activate additional Windows-
Windows 8.1 (x86/x64) Feature “.NET Framework 3.5 (includes .NET 2.0 and 3.0)”

Windows 2012 Server R2 (x64)

.NET Framework 4.6 integrated in OS
Windows 10 (x86/x64) When using OPC interfaces activate additional Windows-
Feature “.NET Framework 3.5 (includes .NET 2.0 and 3.0)”

See also the ibaPDA version compatibility matrix.

Note

It is recommended carrying out the TCP/IP communication on a separate network
segment to exclude a mutual influence by other network components.

Important note

You need system administrator rights to change the DCOM settings and security policies
on the OPC client PC and OPC server PC.

Issue 2.0.1 b5
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3.1

3.1.1

3.1.2

Introduction

This document describes a few from many possible configurations that are necessary to
establish a connection between OPC client and OPC server within a network.

There are several ways to achieve this goal. The configurations described in this
document were tested and lead to satisfying results.

In case the settings in this document do not work as desired or if you find other settings
that are simpler, please contact us.

We are thankful for all hints considering errors in this document.

General

OPC

OPC stands for "OLE for Process Control". This is a standard software interface, which
makes it possible that applications of different manufacturers exchange data with one
another. OPC is used wherever sensors, control systems and HMIs of different
manufacturers shall create a flexible network.

For communication between the different applications, the OPC uses Microsoft's DCOM
technology. The transparent DCOM shows whether the data comes from own address
space, another process or another computer connected by TCP/IP.

OPC is based on the client/server principle. The process data is generated on the server
side (usually a control system) and is made available for the clients.

More information about OPC is found under http://www.opcfoundation.org/ and in the
manuals of ibaLogic and ibaPDA.

OPC and iba products

The iba-applications ibaLogic and ibaPDA have OPC-interfaces.
In ibaLogic there is an OPC server (specification OPC Data Access 2.0) integrated,
which is automatically installed and activated with the start of ibaLogic.

In ibaPDA there are both an OPC client and an OPC server integrated (of specification
DA 1.0 und DA 2.0). The ibaPDA OPC server will be activated automatically and makes
all configured signals available. Additionally, ibaPDA offers an OPC server module that
enables an OPC client to send data to ibaPDA.

Note

The OPC connection has a non-deterministic data transfer and is therefore not qualified
for real-time measurement, although it can be used for slower processes (e.g.
temperature changes) or accompanied quality data (e.g. charge numbers,
Technostrings).

Issue 2.0.1 5
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3.1.3

3.1.4

3.1.5

DCOM
DCOM (Distributed Component Object Model) is a protocol defined by Microsoft, for the
communication of program components across networks.

The great potency of this functionality bears the problem. As DCOM is activated as a
part of the OS, almost every Internet user can get into contact with a DCOM object, which
of course is a security risk.

A solution for this problem was Windows XP. Especially Service Pack 2 improved the
security: The DCOM infrastructure now additionally provides access control
mechanisms.

To enable data transfer over OPC, permitted accesses have to be specified exactly.

Firewall

Additionally to the DCOM security policy, the Windows XP service pack 2 also comes
with a firewall which is activated by default. To enable the data transfer through the
firewall we have to configure some exceptions in the firewall.

Local security policy
In the local security policy of Windows, a few predefined options have to be adjusted.

Issue 2.0.1 b5
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4 Configuration

For configuring the connection, you need administration rights for the OPC server PC
and the OPC client PC.

Overview:
O Part A: Configuration on the OPC server side
Q Part B: Configuration on OPC client side

O Part C: Example of an OPC connection

4.1 Part A: Configuration on the OPC server side

41.1 Step Al: Preparation

Q Check whether the "OPC Core Components" are installed. These are necessary for
using the OPC-browser service OpcEnum

Control Panel - Programs and Features

@th‘:“ » Control Panel » All Control Panel ltems » Programs and Features v ‘ 011 [ searc Programs anc

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
@ Turn Windows features on or
o Organize ¥  Uninstall Change
Install a program from the 2
network Name Publisher Installed O
‘ ¥™ OPC Core Components Redistributable (x86) 105.1 > OPC Foundation 09.05.2016
*

A Note

- Normally, the "OPC Core Components" are installed automatically with OPC products.
Thus, they are installed with the iba products ibaPDA and ibaLogic.

@ Issue 2.0.1 7
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4.1.2 Step A2: Configuring the Windows firewall

Possibly, the OPC server and client software configures the firewall automatically on their
installation. In this case, you do not have to make any changes.

Please check the entries in the firewall rules list.

The following programs and TCP ports must be set enabled in the firewall:

= File and Printer sharing (TCP Ports 139, 445, UDP Ports 137, 138)

= DCOM Port (TCP Port 135)

= Management Console (...WindowsSystem32mmc.exe)

= OpcEnum (on x86:...\Windows\System32\OpcEnum.exe, on

x64:.. \Windows\SysWOW64\OpcEnum.exe)
= "OPC-Server" (e. g. ...\ibaLogic.exe)

If necessary, add the missing programs or port.

Configuring the firewall in Windows 7, 8, 10:
O Open firewall settings:

Control Panel - Windows Firewall - Advanced settings

@@v|ﬂ » Control Panel » All Control Panel fems » Windows Firewall - |"|

Control Panel H . . .
e Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network,

' Change notification settings How does a firewall help pretect my computer?

'E‘:;' Turn Windows Firewall on or What are network locations?
off

n i&l For your security, some settings are managed by your system administrator.
Restore defa U

I?:xl Advanced settings

l @‘ Domain networks Connected (=)

Metworks at a workplace that are attached to a domain

ﬂ Windows Firewall with Advanced Security
File Action View Help

e« nE = BHE

= Ibuund Rules Name Group = Profile || Inbound Rules
Bkl e =
B4 Connection Security Rules 'Q‘Adapt\ve Server Anywhere Network Server Public | ‘ B3 NewRule...
. B Monitoring 'Q‘Adaptwe Server Anywhere Metwork Server Public |= T Filter by Profile
@ Adaptive Server Anywhere Network Server Domain
- Y Filter by State

@ Adaptive Server Anywhere Network Server Domain
@ CodeMeter Runtime Server Public N Filter by Group
@ CodeMeter Runtime Server Public View
'c:'hba Logic 5 Client Al 5 Refresh
@ iba Logic 51LUS Scan Al -
@ iba Logic 5 ILUS Update Al = BeportList..
i@ iba Logic 5 OPC Return Communication Al ﬂ Help
@ iba Logic 5 OPC Secondary Return Com... All
#hibal naic 5 OPC Server anl

U Select "Inbound Rules" and check whether the list includes the programs and ports
mentioned above.

U If not, click on "New Rule" to open the Inbound Rule Wizard, select the type
"Program" or "Port" and click on <Next>

8 Issue 2.0.1 &
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g New Inbound Rule Wizard (==

Rule Type

Select the type of firewall wle to create.

Steps:

@ Rule Type What type of rule would pou ke to create?

@ Program

@ Action @ Program

@ Profile Fiule that controls connections for a program.
@ MName ) Port

Fiule that controlz connections for a TCP or UDP port.

) Predefined:
BranchCache - Content R etrieval [Uzes HTTR) -

Fiule that control: connections for a windows experience.

) Custom
Custom e,

Learn more about rle types

—

< Back (l Mext > |) Cancel

O Enter the program path resp. the TCP port number and allow the connection for
Domain, Private and Public.

Configuring the firewall in Windows XP:
O Open firewall exceptions:

Control Panel - Windows Firewall - Exceptions

? Control Panel %= Windows Firewall

Fil=  Edit Wiew Faworites Tools  Help

O Back, -\-) L@ p Search [E:‘ Folders v

Address E} Cantrol Panel

. h— “windows Firewall helps protect your computer by preventing unauthonized users
- 6 % :B from gaining access to your computer through the Intemet or a network,
Control Panel =
Accessibility  Add Hardware Add ar
@ switch to Cateqory Yiew Options Remov, .. @ @ On (recommended)
?@ @ This setting blocks all outside sources from connecting to this
See Also computer, with the exception of those selected on the Exceptions tab
Game Inkernet Keyboard
“ Windows Update Cantrollers Options CJDon't allow exceptions
Help and Support -
@) @ [, a Select this when you connect to public networks in less secure
= 3 _J locations, such as airports. Yo will not be notified when Windows

Firewall blocks programs. Selections an the Exceptions tab will be

Regional and  Scanners and  Scheduled !
ignored.

Language ... Cameras Tasks

-~ Awvoid uzing this zetting. Turning off Windows Firewall may make this
C\':ll'ggagcse \:'rned“?;‘l'ls Net\xgiess:t computer mare vulnerable to vinuses and intruders.

) OIf (not recommended)

“w'hat else should | know about ‘windows Firewall?

T
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%= Windows Firewall

General| Exceptions |Advanced

Wwindows Firewall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions allows zome programs
to waork. better but might increase your security rizk.

Frograms and Services:

Name =
File and Printer Sharing

ibaPDa client

ibaPDa, server

ibaPDa server status

ibaPDd: AN-<-DCSMet

ibaPDa: DCOM

ibaPD: Ethemnet Global Data [EGD)
ibaFDA: Ethemet [P [TCF]

ibaPDaA: Ethemet [P [LIDP)

ibaF D HPC request

. ¥
LB ibaPNs ibaflex LINE data
Y
[ tddPogam. | [ sddPor. || Edi.
ey
Dizplay a notification when ‘Windows Firewall blocks a program
What are the rizks of allowing exceptions?
[ Ok l [ Cancel ]

O Check whether the list includes the programs and ports mentioned above.

Q If these programs and ports are not included, add them by clicking on the buttons
<Add Program...> and <Add Port...>.

Tip

@ If you have made these entries and still do not have access (e.g. error code
0x800706BA) switch off the firewall completely and try it again. In case you have access
now, the reason might be a blocked dynamic TCP port. You can figure it out by using
the access protocols of the firewall. Ask your system administrator.

10 Issue 2.0.1 m
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4.1.3

Step A3: Configuring the local security settings
O Open the "Local Security Settings":

Control Panel - Administrative Tools - Local Security Settings - Local Policies -

Security Options

Q Select the "Security Options"

"Network access: Sharing and security model for local accounts”

B%: Administrative Tools

File Edit ‘iew Favorites Tools  Help

g Local Security Settings

File  Action Wiew Help

= |5 X EHE| 2

@ Security Settings | Palicy  #
@ Account Policies L\\grosoft nietwiork dient: Send unencrypred password bo third-party SMB servers
EI@ Local Policies MicrosoFt nietwark server: Amount of idle time required before suspending session

-8 Audit Policy
-[C& User Rights Assignmen
@ Security Options

MicrosoFt network server: Digitally sign communications {always)
MicrosoFt nebvork server: Digitally sign communications {f client agrees)
(] Public Kev Folicies MicrosoFt nebwork server: Disconnect clients when logon hours expire
() Software Restriction Polidie Network access: Allow anonymous SIDJMarme translation
g IP Security Policies on Loca Network access! Do not allow anonymous enumeration of S&M accounts
Network access! Do not allow anonymous enumeration of S&M accounts and shares
Network access: Do not allow storage of credentials or \MET Passports for network aukhentic
Network access: Let Everyone permissions apply to anonymaous users
Network access: Mamed Pipes that can be accessed anonymoushy
Network access: Remotely accessible registry paths

Network access: Shares that can be accessed anonymousky
k a

aring and security model For local accaunts

3

Q Set the option to:

"Classic — local users authenticate as themselves":

Network access: Sharing and security model for local accounts... J& |

Local Secunty Setting |

8 Metwork acceszs: Shanng and secunty model for local accounts

=)

k. I Cancel Amply

Issue 2.0.1
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U Select the "Security Options”
"DCOM: Machine Access Restrictions in Security Descriptor Definition
Language (SDDL) syntax"

% Administrative Tools

I File Edt Wew Favaorites Tools Help

g Local Security Settings

File  Action Wiew Help h

- B XxeB @

@ Security Settings
#-_& Account Policies
=8 Local Policies

=8 audit Palicy

=L@ User Rights Assignmen

(8 security Options

-[_] Public Key Policies
(-1 Software Restriction Policie
+ ,g IP Security Policies on Loca

Policy  /

i8] Accounts: Administrator account status

i8] Accounts: Guest account status

@Accnunts: Limit local account use of blank passwords to console logon only

@Accnunts: Rename administrator accounk

@Accnunts: Renarne guesk accounk

@Audit: Audit the access of global system objects

@Audit: Audit the use of Backup and Restore privilege

@.ﬂ.udit Shut down systemn immediately if unable to log security audits
OM: Machine Access ctions in Security Descripbor Definition Language (SDDL) syntax

Eo']DCOM Machine Launch Restrictions in Security Descriptor Definition Language (SDDL) syntac

= Select with a right click "Properties", click on <Edit Security> to set the following

permissions:

Security Limits / Groups ANONYMOUS LOGON Everyone
Local access ‘ allow ‘ allow
Remote access ‘ allow ‘ allow

O Select the "Security Options
"DCOM: Machine Launch Restrictions in Security Descriptor Definition
Language (SDDL) syntax"

O Select with a right click "Properties", click on <Edit Security> to set the following

permissions:

Security Limits / Groups ANONYMOUS LOGON Everyone
Local Launch allow allow
Remote Launch allow allow
Local Activation allow allow
Remote Activation allow allow

12
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O Note

field, they have to be added (button):

If you cannot find "ANONYMOUS LOGON* or "Everyone® in the Group or users names

EHE

Launch Permission

Security I

G[DUD ar usel names:

ANONYMOUS LOGOM

!ﬁ Everyone

Add...[\ | Remave I
Permizsions for ANONYMOUS i

Object Types... |
Locations... |

‘ Check Names I'

ok |

I Select Users, Computers, or Groups

Select this object type:

|Users, Groupsz, or Built-in security principals

Fram this location:

|iba-ag.local

Enter the object names to select [examples):
Evermone

Cancel |

4.1.4
Q Start the configuration program

Step A4: Open the DCOM configuration

Control Panel - Administrative Tools - Component Services.

Q Open Component Services - Computers - My Computer - DCOM Config. The

DCOM objects are shown in the left

tree view or in the right window.

With a right-click on the object, you can see and change its properties.

. Component Services

%. File Action View Window Help

e« 2B XE o BE

[y
([ Conscle Root

a B Component Services 4
a [ | Computers
a & My Computer
» [ COM+ Applications
| DCOM Config

FSystemRoot3\systern32\appwiz.cpl

4

Fesystemroot¥\system32\colorui.dll
FSysternRoot?e\System32\freui.dil
Sasystemnroot %a\system32\intl.cpl
Yesystemroota\system3 2\ pksetup.exe
Ysystemroot %\ System32\UserAccountCon
Yesystemroot 36\ System3 2\ UserAccountCon
32-bit Preview Handler Surrogate Host
AccessibilityCplAdmin

AccStore Class

acppage.dll

AcroBroker

AcrolEHelperShim

AcraPDF

Add te Windows Media Player list
AdoStgExe
ahadmin

5 W W I I s O O I I I I O I s s s

4 1 b

CCAgent CCAlarmCursors  CCAlglAlarmData...

&

CCAlgRtServer. exe

&

™
@

CCAlglalarmData... CCAlgRtCommon...

@
@

CCArchiveManager CCClientAPls ccCSApi
CCCSigRTServer CCDBUtils CCDeltalcader

™
™

&

CCDMClientHelper  CCDmlvarProxySe...

&

CCDiagRTServer

@
@

Issue
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4,15 Step A5: DCOM settings for OpcEnum
Q Select the object OpcEnum in the DCOM objects and choose the properties with
the right mouse button.
2. Component Services OpcEnum Properties @
©. File  Action Vi%w fNigdowmmiielp - General | Location | Security | Endpoints | |dentity
it | “ | R = | E ‘ ‘._ﬂ Gereral properties of this DCOM application
2 OPC.SimaticNetAlarmsSNMP - .
ﬂ OPC SimotionAlsrme Application Mame: OpcE num
ﬁ OPC_DemoClient Application 1D: {134860 44-4821-11D2-4494-3CE 306010000}
E EE: View 4 Application Type: Local Service
ﬂ OPCS oI Pl T Authentication Level: | Norne -
:E EEE;C Liopates ) Service Mame OpcEnum
g Open Help
g Qut Of Proc Mapi Handler
U Set the following properties:
= Tab General Authentication Level: none
= Tab Location Run Application on this computer
= Tab Security Launch and Activation Permissions:
Customize, Edit:
Security Limits / Groups ANONYMOUS Everyone
LOGON
Local Launch allow allow
Remote Launch allow allow
Local Activation allow allow
Remote Activation allow allow
Access Permission:
Customize, Edit
Security Limits / Groups ANONYMOUS Everyone
LOGON
Local Launch ‘allow ‘allow
Remote Launch ‘allow ‘allow
Configuration Permission: default
= Tab Endpoints no change
= Tab Identity The system account (services only)
Note
If you cannot find "ANONYMOUS LOGON?* or "Everyone* in the Group or users names
field, they have to be added, see Step A4: Open the DCOM configuration, page 13.
14 Issue 2.0.1 65
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4.1.6

Step A6: DCOM settings for OPC server

Q Search the DCOM object for the OPC server,

see the table in Troubleshooting, page 25.

Q Select the DCOM object of the OPC server and choose the properties with the right
mouse button.

e W I M W W W M W W W

3 ;
- Component Services

%. File Action  Wiew Window Help

5| 2B XE | BE)

HTML &pplication

185D ataStoreComSenver
185ExtensionHost
ibaCCActivel
ibaFilesLite
ibalogic W=7
ibaPDA OF
ibaPDASer
Identity

IDriverT

Wieww

Properties

-

TEWindowg Felp
igfxcfg

= Tab General
= Tab Location

= Tab Security

= Tab Endpoints

= Tab Identity

Q Set the following properties:

Authentication Level: none

ibalogic W5 OPC server Properties
General | |ocation | Security | Endpoints | Identity
General properties of this DCOM application

ibaLogic W5 OPC server

Local Server

Authentication Level: .None

Run Application on this computer

Launch and Activation Permissions:

Customize, Edit:

{30BO558E-7345-4C91-BF 78-DO3C26CFDEI4}

Security Limits / Groups ANONYMOUS Everyone
LOGON

Local Launch allow allow

Remote Launch allow allow

Local Activation allow allow

Remote Activation allow allow

Access Permissions:

Customize, Edit:

Security Limits / Groups ANONYMOUS Everyone
LOGON

Local Launch ‘allow ‘allow

Remote Launch ‘allow ‘allow

Configuration Permission: default

no change

"The interactive user"

(if possible, e. g. ibalLogic) or

"The system account (services only)" (e.g. ibaPDA).

Issue 2.0.1
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Note

If you cannot find "ANONYMOUS LOGON* or "Everyone® in the Group or users
names field, they have to be added, see Step A4: Open the DCOM configuration,
page 13.

4.1.7 Step A7: Reboot the OPC server PC

16 Issue 2.0.1 e
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4.2

42.1

Part B: Configuration of OPC client side

Step B1: Configuring the Windows firewall

Usually, the OPC server and client software configures the firewall automatically on their
installation. Thus, you do not have to make changes.

Please check the entries in the firewall.

The following ports and programs must be entered and be active in the list:

= File and Printer sharing (TCP-Ports 139, 445, UDP-Ports 137, 138)
= DCOM Port (TCP Port 135)

= Management Console (...WindowsSystem32mmc.exe)

= "OPC-Client" (e.g. ibaPda.exe)

Add missing ports and programs as needed.
Proceed as described in Step A2: Configuring the Windows firewall, page 8.
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4.2.2

Step B2: Configuring the local security settings
U Open the "Local Security Settings:

Control Panel - Administrative Tools - Local Security Settings- Local Policies -

Security Options

O Select the "Security Options"
"Network access: Sharing and security model for local accounts”

File Edit ‘iew Favorites Tools Help

Eﬁ Local Security Settings

File  Action View Help

- B xEE| @

l % Administrative Tools

@ Security Settings Policy  #

ez} @ Accaunt Policies @Qrosoft netwaork client: Send unencrypted password to third-party SMB servers
= )

={ Local Polcies [B8]Microsoft netwark server: Amount of idle time required before suspending session

-8 audit Policy
-8 User Rights Assignmen
@ Security Options
(-] Public Key Policies
[#1-[_] Software Restriction Policie
[+ ‘g IP Security Policies on Loca

@Mlcrosoft network server: Digitally sign communications (always)

@Micrnsnft network server: Digitally sign communications (f client agrees)

@Micrnsnft network server: Disconnect clients when logon hours expire

ms]Nebwork access: Allow anonymous SIDfkame translation

3 Network access: Do not allow anonymaous enureration of S&M accounts

R3] Network access: Do not allow anonymaous enureration of SAM accounts and shares

R3] Network access: Do not allow storage of credentials or .MET Passports For network authentication
w2 Network access: Let Everyone permissions apply to anonymous users

B8] Network access: Mamed Pipes that can be accessed anonymoushy

#8|Metwork access: Remotely accessible registry paths

W8] Network access: Shares that can be accessed anonymoushy
aring and security model For local accounks

O Set the option to:

"Classic - local user authenticate as themselves".

Network access: Sharing and security model for local accounts... Bl [E3 |

Local Security Setting |

. H  Metwork accezs: Sharing and security model for local accounts

,igﬁ

Ok I Cancel Smply
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4.2.3

4.2.4

Step B3: User Accounts for OPC Connection

The account of the OPC client must be known by the OPC server, therefore you need to
do the following settings, dependent on the network configuration.

See also Specialties for ibaPDA, page 23.

Case 1: Both PCs, OPC Server and OPC Client are in the same Domain:

Q

All services and programs have to run with accounts registered in the domain.

Case 2: Both, the OPC Server PC and the OPC Client PC are in Workgroups.

Q

Both are to be within the same Workgroup:

If not, change Network settings on the OPC client or OPC server PC:

Computer - Properties - Computer name, domain, and workgroup settings - Change
settings

Both, the OPC server and the OPC client have to run with the same user account
and password.
The password must not be empty!

If not, you have to create a local user account on the OPC client PC with the same
properties as the account of the OPC server. Both, the OPC client and the OPC
server must have the same rights (Administrator!), the same user name and the
same password.

Alternatively:

On the OPC server PC, create an user account with the same properties as the
OPC client uses.

It is not necessary to log on the OPC server with this account. It is enough when it
exists.

Case 3: OPC Server in a Workgroup, OPC Client in a Domain:

Q

On the OPC server PC, create the account with that the OPC client runs in the
domain as local user account.

It is not necessary to log on the OPC server with this account. It is enough when it
exists.

Case 4: OPC Server in a Domain, OPC Client in a Workgroup

Q

Connection is not possible.

Step B4: Reboot the OPC Client PC
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4.3 Part C:. Example of an OPC connection
"ibaPDA OPC client and ibaLogic V5 OPC server"

4.3.1 Step C1: Selecting the OPC Server
O Start the OPC client ibaPDA, open the I/O manager and add an OPC client module.

O Enter the computer name of the OPC server PC or its IP address or select it with
the network browser.
After that, all available OPC servers are displayed and you can select one of them.
Normally, it is not necessary to enter an user account and a group name.

a4 OPC
Computer name IBA-FUE-WKS341
iba.Logic50PC.1 =
User account ABB ACE0OMC_OpcDaServer. 3
S
Updste time CCORC XMLWirapper.
Fasztest update time CoDeSys.OPC.02
Farce datatype CoDeSys OPC.DA
D initial read iba.ibaPdaCPC

Add item attempts lba.Lo iC'L
Matﬁkun.OPC.SimulatiﬁJ

OPC SimaticMET 1

OPC. SimaticMET.OF .1
OPC. SimaticMET.PD.1
OPCServer WinCC 1
Woodhead. PlbOpcServer.

Q If you do not see any OPC server in the box, then a conflict with the security
policies exists. See Error: No OPC server found, page 26
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4.3.2

Step C2: Connecting the OPC Server
O After selecting the OPC server click on the hyperlink "Connect".

4+ OPC
Computer name IBA-FUE-WKS341
iba.Logic50PC.1| =
Usger account
Group name
Update timne 10 ms
Fastest update time ?
Force datatype Fale
D initial read False
Add item attempts 1
OPC server

This iz the OPC server the module is connected to.

)
T
o

Conrect Add signale

Q After the connection is established successfully, the link "Connect" changes to
"Disconnect” and the Link "Add signals" becomes activated.

isconnect Add signals Clear

Q When the connection fails, an error message appears.
See Error on establishing the connection, page 28.

Issue 2.0.1
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4.3.3 Step C3: Adding signals

U The OPC item browser will be started by clicking the "Add Signals” link. All available

items are displayed.

85 Browse ORC server

=8OR (>R

=) iba.LogicSOPC.1 -
L7 Globals Find

Drescription :

Datatype : VT_R&
Arcess: Read

Add all elements of aray

Use item descriptions as signal name

(

Add

J

[ Cloze

Q If you do not find any OPC items in the OPC server's item list, see the section Error

on establishing the connection, page 28

Q With a double click or with the button <Add>, the marked item is entered into the
table of analog or digital signals. As long as the connection is established, you can

see the actual values of the items in the item list.

OPC client Module (1) w

& General %Analog{ﬂf Digitall
Marme Trem IO Unit  Gain Offset A, Actual

0 Globals, OPC_Differenzialanteil Globals, OPC_Differenzialanteil 1 0 16,0232
1 aGlobals, OPC_Integralanteil Globals, OPC_Integralanteil 1 0 12,6534
2 Globals. OPC_Proportionalanteil Globals.OPC_Proportionalanteil 1 0 52,0095
3 Globals. OPC_Sollwert Globals. OPC_Saollwert 1 0 430,84
4 Globals. OPC_sStellglied Globals.OPC_Stellglied 1 0 80,6861
#

U If you do not see the actual values, the OPC server cannot access the OPC client
(error on callback), see Error: Client does not receive data, page 30.
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Appendix
Specialties for ibaPDA

The ibaPDA service runs with the system account by default.

When using ibaPDA as OPC server or client, the ibaPDA service must run under the
same user account that is used by the OPC server.

Perform the following steps to log on ibaPDA with a local user account:

Q Open the Service manager:

Control Panel - Administrative Tools - Services
Q Select "ibaPDA service" and open the properties (double click)

U Activate the option "This account” on the Log On tab and enter the defined account
and the password.

)

File  Action  Wew Help
B @ mom

General | Loa On | Recovery | Dependencies

% Services (Local) 5 Sarvices (Local} —

ibaPDA service Narme Description | Statd | (O Local System account
%Extenslhle Authenti,.. Provides wi...

Stap the servica %Fast User Swikchin i

q... Provides m... .

Restart the service ba-fug-wks1554pd
%Health Key and Cer... Manages h... () This account iba-fug-wks pda Browse...
%He\p and Support Enables He...  Startg Peoyrk P ——

%E;gfm”‘ SHTTP 551 This servic..,

foarLA service %Human Interface ... Enables ge... Confirm password R

%iha License Service License ser...
%lhaLng\chacSerwce

F ) " You can enable or disable this service for the hardware profiles listed belov:
%lbaPDA service ibaPDA ser,.,  Startd

115 Admin Allows adm...  Startq Hardware Prafile SE'W
%IMAPI CO-Burrning ...  Manages C... Profile 1 Enabled
%Indexmg Service Indexes co...

%Instal\Driver Table ... Provides s..

%IPSEC Services Manages I...  Startq

%Lng\cal Disk Manager  Detects an...  Startg

%Log\cal Disk Manag... Configures...

%Matrikﬂnopc Serve..

%Message Queuing Provides ...  Startg
%Message Queuing T... Associates ... Starkg
%Messangar Transmits ... 0K } [ Cancel ] [ Apply ]
%MS Software Shado... Manages s...

0 Restart the "ibaPDA service".

Important note

Also the domain is part of the user account, e. g. "Domain\User".
In case you are not logged on to a domain, please use "PC name\User
or "\User".

Note

The user account of the OPC partner must be known by ibaPDA. That means, you must
create a local user account on the ibaPDA PC if required. This local account needs to
have the same properties as the account of the OPC partner.
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5.2

Specialties for DriveOPC (ABB)

Beginning with ibaPDA version 6.10.0, the ibaPDA OPC client can communicate with the
service tool DriveWindow (Version V2.01 and higher) via the OPC server DriveOPC
Version 2.02.

With the standard installation of DriveWindow, the OPC server is installed as "in-process
server". The ibaPDA client cannot be connected in this mode.

You must stop the DriveOPC Server and reinstall it as "local server".

Proceed as follows:

1.

Stop "In-process server":
The server DIl "smp.dll" is normally located under "C:\Program Files\Common
Files\DriveWare\DriveOPC".

Stop the server with this command:
Regsvr32 -
u "C:\Program Files\Common Files\DriveWare\DriveOPC\SMP.DLL"

Start "Local server":
The server-exe "smp.exe" is normally located under
"C:\Program Files\Common Files\DriveWare\DriveOPC".

Start the "Local Server" with this command:
"C:\Program Files\Common Files\DriveWare\DriveOPC\SMP.EXE" -

RegServer

The server is found in the DCOM configuration under the name "DriveOPC". You can
find the OPC server in the OPC browser under the name "ABB.SMP.1".

24
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5.3

Troubleshooting

We recommend the following procedure:

1 Reboot the PC, after having performed all described settings.

2 Pay attention to all error messages from OPC client and OPC server, while
connecting to the OPC server.

3 You can find additional error messages in the windows event viewer (Control panel
Administrative Tools Event Viewer System) of the OPC client and OPC server PC

Note
The CLSID numbers you find in event messages represent the following programs
(examples):
CLSID Application OPC server name DCOM

object name
{B03978E3-6BF7-4152- | ABB OPC Server ABB.DriveDA.1 DriveDA
B1BA-0D890A87B474} | DriveDA
{68AEC2C4-93CD-11D1- | ABB OPC Server ABB.ACB00MC_OpcDa |OPC Server for AC
94E1-0020AFC84400} | AC800M Server.3 800M

{4C68190E-91E0-11D3-
8D47-0060084A056F}

ibaLogic V3 OPC Server

Iba.Logic.1

OPC ibaLogic Data
Access Server

{35540D3D-CB96-4EDA-
A556-A676EA29D4AD}

ibaLogic V4 OPC Server

iba.Logic4OPC.1

ibaLogic V4 OPC Server

{3DB8558E-7345-4C91-
BF78-D03C26CFD694}

ibaLogic V5 OPC Server

iba.Logic50PC.1

ibaLogic V5 OPC Server

{66122DFA4-1F41-421A-
BE1D-4E4466C551D4}

ibaPDA OPC Server

iba.ibaPdaOPC.1

ibaPDA OPC Server

{F8582CF2-88FB-11D0-
B850-00C0F0104305}

Matrikon OPC Server

Matrikon.OPC.
Simulation.1

MatrikonOPC Server for

{13486D44-4821-11D2-
A494-3CB306C10000}

OpcEnum

OPC.ServerlList.1

OpcEnum

{B6EACB30-42D5-11D0-

SIMATIC S7 OPC

OPC.SimaticNET.1

OPC.SimaticNET

9517-0020AFAA4B3C} Server
{75D00BBB-DDA5-11D1- | WinCC OPC Server OPCServer.WinCC.1 OPCServer.WinCC
B944-9E614D000000}
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5.3.1

No.

Error: No OPC server found

Error messages client
side

Error messages OPC client: none

Event messages server
side

none

Reasons and remedy

= Invalid user account.
Remedy: Enter a valid user account

1.1 | Event messages DCOM: none )
for the connection,Step B3: User
Accounts for OPC Connection, page
19
= When connecting via a workgroup,
the network access is not released in
the local security settings
Remedy: Change the local security
settings, see
Step A3: Configuring the local
security settings, page 11 and
Step B2: Configuring the local
security settings, page 18
= On OPC server side, the service
OpcEnum is blocked by the firewall.
Remedy: See Step A2: Configuring
the Windows firewall, page 8.
Error message OPC client: none | Event message DCOM 10024: The access to the DCOM settings is
1.2 | Event message DCOM: none The machine wide group policy | blocked.
<policy> Limits security
descriptor start and activation is | Remedy: Enable the remote access to
invalid.... DCOM in the local security settings, see
Step A3: Configuring the local security
settings, page 11
Error message OPC Client: Event message DCOM 10016: The user does not have an access
1.3 |"Access is denied" (Exception The application-specific permission for the OPCEnum service of
from HRESULT: 0x80070005 permission settings do not grant |the OPC server.
(E_ACESSDENIED) the activation permission
Event message DCOM 1006: (Remote) for the COM server Remedy: Check the user names.
DCOM got error "General access application with CLSID {CLSID | See Step B3: User Accounts for OPC
denied error " from the computer OpcEnum} to the SID (S-1-5-21- | Connection, page 19
‘opc_server' when attempting to 3806943333-4088478091-
activate the server: {CLSID 3229395360-1137) for the
OpcEnum} user-.
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No. Error messages client side

Error message OPC Client:
"The RPC server is unavailable"

Event messages server
side

none

Reasons and remedy

= The computer 'opc_server' is not
reachable in the network.

1.4
(Exception from HRESULT: Remedy: Check the network
0x800706BA)" connection.
or "Create Instance Failed: * The host name of the 'opc_server' is
(Exception frow HRESULT: not known by the client.
0x800706BA) Remedy: Enter the IP address
Event message DCOM 10006: instead of the host name.
DCOM got error "The RPC Server is = The service OpcEnum is blocked by
‘Unavallable' from the computer the firewall on the OPC server side.
opc_server' when attempting to Remedy: Make sure that the
activate the server: {CLSID accesses are activated in the firewall
OpcEnum} of the OPC server,
see Step A2: Configuring the
Windows firewall, page 8
= The user has no access rights to the
service OpcEnum on the OPC server
PC.
Remedy: Check the user accounts,
see Step B3: User Accounts for OPC
Connection, page 19.
Error message OPC client: none Event message DCOM 10000: | No access to the service OpcEnum on the
1.5 |Event message DCOM 10006: A DCOM-Server could not be | computer 'opc_server'. The service
DCOM got error "The service started: {CLSID OpcEnum}. OpcEnum is not installed on the OPC
cannot find the file specified” from Error: "The service cannot find | server PC.
the computer 'opc_server' when the file specified”, caused by | Remedy Install the "OPC Core
attempting to activate the server: start of this command: Components" on the OPC server PC
{CLSID OpcEnum} "C:\WINDOWS\system32\Opc | (implicit by re-installing the OPC server).
Enum.exe"-Embedding
Error message OPC client:none none
1.6 |Event message DCOM 100006:
DCOM got error "The service is not
installed" from the computer
‘opc_server' when attempting to
activate the server: {CLSID
OpcEnum}
Error message OPC client: none none = The computer 'opc_server' is not
1.7 |Event message DCOM 10009: reachable in the network.

DCOM was unable to communicate
with the computer 'opc_server'
using any of the configured
protocols.

Remedy: Check the network
connection.

= The access to the OPC server is
blocked by the firewall.
Remedy: Make sure that the file and
printer accesses are activated in the
firewall of the OPC server, see Step
A2: Configuring the Windows firewall,
page 8
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5.3.2

No. Error messages client side

Error message OPC client:

Error on establishing the connection

Event messages server
side
Event message DCOM 10016:

Reasons and remedy

The user does not have access

2.1 | "Error connecting to OPC server: The machine default permission.
Access denied. permission settings . . do not Remedy:
(HRESULT: 0x80070005 grant remote activation
(E_ACESSDENIED) permission for the COM server | " Check the u§er accounts,
P : see Step B3: User Accounts for OPC
Event message DCOM 1006: application with CLSID {CLSID Connection, page 19
DCOM got error "General access g;ﬁ_%soegsg gnd AF;F;IDth Enter the a(:,cess rights for "Everyone"
i " erver} to the .
%%r:esde(:\?;,r W];:grr?;ngnigg]n%uzgr user ‘opc_client' SID for users and "ANONYMOUS LOGON" into the
activate the server: {CLSID OPC ‘opc_client’ of address DCOM properties of the OPC server,
Server} 'ip_adresse'. This security see Step A6: DCOM settings for OPC
permission can be modified server, page 15
using the Component Services
administrative tool.
Error message OPC client: Event message DCOM 10000: | No access to the service OpcEnum on the
2.2 | "Error connection to OPC server: A DCOM-Server could not be | computer ‘opc_server'. The service
System cannot find the file started: {CLSID OpcEnum}. OpcEnum is not installed on the
specified" Error: "System cannot find the | computer.
Event message DCOM 10006: file specified” appeared while | Remedy: install the "OPC core
DCOM got an error "System cannot | Starting components" on the OPC server side
find the file specified" from the "C:\WINDOWS\system32\Opc | (impilicit by re-install the OPC server
computer ‘opc_server' while trying | Enum.exe” -Embedding application)
to activate the following server:
{CLSID OpcEnum }
Error message OPC client: = The OPC server (e.g. ibalogic) is not
2.3 | "Error connection to OPC server: On OPC server (ibaLogic V3) running and cannot be started.

Server execution failed"
(HRESULT: 0x80080005
(CO_E_SERVER_EXEC_FAILURE
)
Event message DCOM 10006:
DCOM got error "Server execution
failed " from the computer
‘'opc_server' when attempting to
activate the server: {CLSID OPC
Server}

or
Event message DCOM 10010:
The server {CLSID OPC Server}
did not register with DCOM within
the required timeout.

appears the error "It is not
allowed to start ibalogic
embedded, please start
ibaLogic first".

and/or

Event message DCOM 10010:
The server {CLSID OPC
Server} did not register with
DCOM within the required
timeout.

Remedy: Start the OPC server.

= The OPC server has an incorrect
identity.
Remedy: Set the DCOM identity of
the OPC server on the "ldentity" tab
to "interactive user", see Step A6:
DCOM settings for OPC server, page
15 Step A6: DCOM settings for OPC
server, page 15
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No. Error messages client side

Event messages server
side

Reasons and remedy

Error message OPC client: none = The OPC server cannot be reached

2.4 |"Error connecting to OPC server: over the network.

The RPC server is unavailable " Remedy: Check the network

(HRESULT: 0x800706BA) connection.

Event message DCOM 10006: = The host name of the OPC server

DCOM got error "The RPC Server computer is unknown.

is Unavailable" from the computer Remedy: Use the IP address instead

‘opc_server' when attempting to of the host name.

activate the server: {CLSID OPC = The service OpcEnum or the OPC

Server} server is blocked by the firewall.
Remedy: See Step A2: Configuring
the Windows firewall, page 8

Error message OPC client: none none The OPC server cannot be reached in the

2.5 | Event message DCOM 10009: network.

DCOM was unable to communicate Remedy: Check network and firewall
with the computer 'opc_server' settings.

using any of the configured

protocols.

2.6 |Error message OPC client: none Occurs on ibaPDA OPC server: The
"Error connecting to OPC server: ibaPDA server runs with a local system
Create Instance Failed: account.
0x80040154 Remedy: Logon the ibaPDA service with a
Event message DCOM 10006: Windows user account
DCOM got error "The class is not see Specialties for ibaPDA, page 23
registered " from the computer
'opc_server' when attempting to
activate the server:

Error message OPC client: none Event message DCOM 10024: | The remote access to the DCOM settings

2.7 | Event message DCOM: none The machine wide group policy |is blocked.

<policy> Limits security

descriptor Start and Activation | Remedy: Enable the remote access to

is invalid. DCOM in the local security settings, see
Step A4: Open the DCOM configuration,
page 13
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5.3.3

No.

Error: Client does not receive data

Error messages client side

Event messages on
server

Reasons and remedy

Error message OPC client: none none = Network access is not enabled in the
3.1 |Event message DCOM: none local security settings on the client
PC.
Error message OPC client: none Remedy: Change the local security
3.2 | Error at activating the callback of policy, see Step B2: Configuring the
the OPC server: (Exception from local security settings, page 18.
HRESULT: 0x80040202) = The OPC user account (or account
Event message DCOM: none with that the OPC server and client
are logged in) does not have a
password.
Remedy: Enter a valid user account
and a password
See Step B3: User Accounts for OPC
Connection, page 19.
Error message OPC client: none The user 'opc_client' does not have
3.3 | Error at activating the callback of access rights.
the OPC server: Access denied = Remedy: Check the user accounts,
(Exception from HRESULT: see
0x80070005 (E_ACCESSDENIED) Step B3: User Accounts for OPC
Event message DCOM: none Connection, page 19.
® Set the DCOM property Identity of the
OPC server to:
"This user: [...] <OPC-Client>"
Error message OPC client: none = The service OPCEnum.exe is blocked
3.4 | Error at activating the callback of on the server side by a firewalll.

the OPC server: The RPC server is
unavailable

(Exception from HRESULT:
0x800706BA)

Event message DCOM 10006:
DCOM got error "The RPC Server
is Unavailable" from the computer
‘opc_server' when attempting to
activate the server: {CLSID
OpcEnum}

Remedy: Enter OpcEnum in the
firewall,

see Step A2: Configuring the
Windows firewall, page 8.

The OPC client is blocked by the
firewall.

Remedy: Enter the OPC client in the
firewall, see

Step B1: Configuring the Windows
firewall, page 17
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No. Error messages client side Event message server Reasons and remedy
side

Error message OPC client: none No access to the service OpcEnum on the
35 | "Connection to OPc server failed" computer ‘opc_server'. The service

with error: "System cannot find the OpcEnum cannot be installed on the

file specified" server.

Event message DCOM 1000: Remedy: install the "OPC core

A DCOM-Server could not be components" on the OPC server side

started (implicit by reinstalling the OPC server)

{CLSID OpcEnum}. Error: "System

cannot find the file specified”

Error message OPC client: none Event message DCOM 10010: | The OPC server (e. g. ibaLogic V3) is not
3.6 | Event message DCOM 10006: The server {CLSID OPC running.

DCOM got error “Server execution | Server} OPC Server did not Remedy:

failed " from the computer register with DCOM within the | gtart the OPC server, e. g. ibaLogic and

'opc_server' when attempting to required time period. start evaluation.

activate the server: {CLSID OPC

Server}

Error message OPC client: none none Non permissible entries in the DCOM
3.7 | Event message DCOM 10020: default settings :

The machine wide Default Launch
and Activation security descriptor
(default) is invalid. It contains
Access Control Entries with
permissions that are invalid. The
requested action was therefore not
performed. This security
permission can be corrected using
the Component Services
administrative tool.

Remedy: Change the DCOM default
settings.
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6 Support and contact
Support
Phone: +49 911 97282-14
Fax: +49 911 97282-33
Email: support@iba-ag.com
Note

If you require support, indicate the serial number (iba-S/N) of the product.

Contact
Headqguarters

iba AG
Koenigswarterstr. 44
90762 Fuerth

Germany

Phone: +49 911 97282-0
Fax: +49 911 97282-33
Email: iba@iba-ag.com

Contact: Mr Harald Opel

Regional and worldwide

For contact data of your regional iba office or representative please refer to our web
site

www.iba-ag.com.
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